What is 3D Secure
(Verified by Visa / MasterCard SecureCode)?
3D Secure is a technical standard created by Visa and MasterCard to further secure
CNP (Card-holder Not Present) transactions over the Internet.
MasterCard brands their system as 'MasterCard SecureCode' and Visa call theirs
'Verified by Visa'.

3D Secure protects a buyer's credit card against unauthorised use when shopping
online. This simple service enables buyers to validate transactions you make over the
internet by requesting a personal code (usually sent to your cell phone or email
address as a one time PIN). It helps protect against fraudulent use by unauthorised
individuals.

How does 3D Secure work?
To explain how 3D Secure (aka Verified by Visa / MasterCard Secure Code / Amex
SafeKey) works we will compare a regular, non 3D Secure credit card payment with a
3D Secure credit card payment.

Non 3D Secure Payment
There are 4 primary parties involved in a regular credit card transaction:





The cardholder - The person shopping online who has the credit card details
PayFast (& Merchant) - The "gateway" of the online merchant from whom the
cardholder is purchasing
The acquiring bank - PayFast's acquiring bank through which we process credit card
payments
The issuing bank - The bank who issued the cardholder with their credit card

In a regular credit card transaction without 3D Secure, the (simplified) process flow is
as follows:

1. The card holder enters their card information (16 digit card number, expiry date etc.)
on PayFast

2. PayFast submits the data to our acquiring bank
3. Our acquiring bank authorises the transaction (by communicating with the credit card
network and issuing bank)

4. The response (success or failure) is passed back up the chain to the card holder

3D Secure Payment
With 3D Secure, a number of additional steps are added to the credit card process
with the aim of authenticating the cardholder performing the transaction.
A (very simplified) 3D Secure process is as follows:

1. The card holder enters their card information (16 digit card number, expiry date etc.)
2.
3.
4.
5.
6.

on PayFast
PayFast contacts a directory server to see whether the card is enrolled in 3D Secure
The directory server responds with a message indicating that the card is registered
PayFast uses the message to redirect the cardholder to a "3D Secure" page served by
the issuing bank
The cardholder authenticates themselves to the issuing bank on the 3D Secure page
by entering a OTP (One Time Pin) or known password etc.
The result of this authentication is returned to PayFast

7. PayFast submits the card information and the 3D Secure authentication result to our
8.
9.

acquiring bank
Our acquiring bank authorises the transaction (by communicating with the credit card
network and issuing bank)
The response (success or failure) is passed back up the chain to the card holder

Note:
When discussing credit card transactions, the terms authorisation and authentication
are distinct.
Authorisation is the act of the issuer verifying the validity of the card details provided
and consenting to the charge based on internal rules (eCommerce allowed, acquiring
country allowed, funds available etc.)

Authentication refers to the cardholder providing confirmation to the issuing bank, that
it is indeed them performing a transaction. They are "authenticating" themselves in a
manner similar to providing a known password to login to a website.

Can I make payment with Capitec?
Good news! Instant EFT by PayFast now supports Capitec Bank as well as Investec.
You can also make use of your Global One card from Capitec to make payments via
the credit card option when you checkout.
In the unlikely event that your card is not registered for online shopping (almost all
are), please contact your nearest Capitec branch to activate it.
Steps to make an Instant EFT payment with Capitec:

i.
When you are ready to checkout, you will be redirected to PayFast’s
secure payments page.
ii. Click the Instant EFT payment method.
iii. Once Instant EFT has been selected, you will be prompted to choose
your bank (Capitec) and enter your internet banking credentials.
iv. Next, you will select the bank account from which the payment should
be made and click the pay button to generate the Instant EFT payment.
v. To complete the transaction, you will need to confirm the payment with
a one time pin or by approving a mobile authentication message sent from
your bank.
vi. A payment notification is sent as soon as the EFT has been verified. This
happens instantly, so there is no delay or waiting period between you paying
and the merchant receiving the funds.
3 Domain Security - is a new method of security mandated by the Card Associations to
enhance the security of online transactions. Mastercard's product is called "SecureCode"
and Visa's product is called "Verified by Visa".
The 3D-Secure refers to three domains involved in the security they are
the Acquiring or Merchant's bank
the Card Association's financial networks ie Mastercard and Visa
the Issuing or Cardholder's bank.
Very simply the system authenticates the cardholder before the transaction takes place by
diverting the browser to the bank that issued the card, who then request some secret,
perhaps a pin, from their cardholder that will conclusively prove that this actually is the
cardholder entitled to use this card. Once they are satisfied that this is their cardholder they
issue an authentication receipt which is then presented to the merchants bank along with the
authorisation request. If the transaction is then approved by the issuing bank they may not
charge the transaction back to the merchant because the cardholder disputes the transaction
as not being originated by them.
Virtual Card Services is compliant and in fact was the first South African payment gateway to
be certified by both Mastercard and Visa for 3D-Secure transactions through First National
Bank, Standard Bank and ABSA.

The following are links to the 3D Secure activation (and enrollment) pages provide by
your bank. Please choose the bank that your credit card was issued by:
for more Information click





Absa
First National Bank
Nedbank
Standard Bank

to register for 3DSecure and activate your card ( Most
Cards are 3DSecure)





Absa
First National Bank
Nedbank
Standard Bank

Further information can be obtained from the
associations.

